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ABSTRACT (300-500 words):
The security of Java based smart card relies essentially on the impossibility to forge pointers and to
perform arithmetic operation on them. Recently papers have shown that ill formed application can
retrieve important information like crypto keys by luring the operating system. The correct
implementation of that component is crucial for these cards. The new standard imposes that such a
component must be embedded in the card. Designer must ensure that this component is correctly
implemented. Testing such a component is a difficult task due to the number of required tests.
One of the approaches is to use a formal model that allows automating the test generation. The
creation of a test file containing a single fault permits to identify the precise location of the mistake in the
implementation, which allows us to know where the program needs to be fixed. This work focuses on a
precise aspect of bytecode verification, the type checking. This generation takes place in three stages,
namely: i) the preamble, ii) the fault iii) the postamble. The preamble and the postamble are obtained
through researching a sequence of instructions leading to the fault and consequently to the end of a
valid program; a model checker was used to find this sequence. We have chosen to use a model
checker to find this sequence. The fault is a statement that is put in a context where its precondition is
false. If this fault is not detected by the Java byte code verifier, we thus know there is a mistake in the
implementation and potentially an exploitable weakness. In order to create all the faults, all the
preconditions rejectable by the Java byte code verifier are generated for each instruction.
The automatic generation of faults is the first step in the process of forming a test file. The faults are
then used to generate the preamble and then once the context is changed by the fault we can search
the postamble. Some of these stages are unfeasible, and will not be kept for testing. The set of test files
obtained is usable for all implementations of the byte code verifier. In order to verify our approach, we
have experimented with a small but representative subset of the byte code. We have modeled it in the
language Event-B. The preamble and the postamble have been investigated using ProB and the faults
have been created with a Java program. This is an efficient method to obtain a set of vulnerability tests.
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1/ Verifying the Java byte code verifier
2/ Methodology to generate test cases
3/ Use of a formal model to generate faulty CAP file
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